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Abstract 
Intrusion Detection System (IDS) is an effective tool that can help to prevent unauthorized 

access to network resources. A good intrusion detection system should have higher detection 
rate and lower false positive. A new classification system using Jordan/Elman (J/L) neural 
network for ID is proposed to detect intrusions from normal connections with satisfactory 
detection rate and false positive. Experiments and evaluations were performed with the KDD 
Cup 99 intrusion detection database. This system yields the same performance level or better 
as compared to other existing systems. Comparison with other approach based on different 
evaluation parameters showed that proposed approach has noticeable performance with 
detection rate 99.594% and false positive 0.406% and can classify the network connections 
with satisfactory performance. 
 
1. Introduction 

Heavy reliance networked computer resources and the increasing connectivity of these 
networks has greatly increased the potential damage that can be caused by attacks launched 
against computers from remote sources. These attacks are difficult to prevent with firewalls, 
security policies, or other mechanisms because system and application software is changing at 
a rapid pace, and this rapid pace often leads to software that contains unknown weaknesses or 
bugs. Intrusion detection systems are designed to detect those attacks that inevitably occur 
despite security precautions [1]. Intrusion detection is the process of determining an intrusion 
into a system by the observation of the information available about the state of the system and 
monitoring the user activities. An intrusion detection system or IDS is any hardware, software 
or combination of both that monitors a system or network of systems for a security violation 
[2]. IDSs are classified into two types: misuse detection and anomaly detection. Misuse 
detection is a method in which intrusion pattern is hand-coded using expert knowledge for 
well-known attacks of the system, then through matching and identifying these known 
intrusions with patterns, intrusions of system are detected. Misuse detection has low false 
alarm because of its nature. But the main shortcomings of misuse detection are: known 
intrusion patterns have to be hand-coded; it is unable to detect any new or unknown attack 
that has no matched pattern stored in the system. Anomaly detection assumes that an attack 
will always reflect some deviation from normal patterns, which is designed to capture any 
deviations from the established profiles of the system’s normal behavior. Anomaly detection 
can detect new and unknown intrusion, but it has the shortcoming of false alarm rate. A good 
detection system should have higher detection rate and lower false alarm. In order to detect 
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intruders, many artificial intelligent (AI) techniques, such as rule-based expert system, 
immune principles, data mining technique and so on, have been applied to intrusion detection 
[3]. Moreover, the use of the artificial neural networks in IDS has had a great successful, too. 
The main work of IDS is to classify normal and intrusive event from the original dataset. 
Neural networks have proven to be a promising modus operandi for ID. A wide variety of 
IDSs are using neural networks to address the ID problem. The main reason for using the 
neural networks in IDS is their generalization ability which makes it suitable to detect 
unknown attacks. In IDSs, we can use a simple neural network or combination of neural 
networks or combination of neural networks with other approaches.  

The proposed system has different layers and training network is done in two stages. After 
preprocessing on the original data, these records classify in five different classes. In the first 
stage there are five J/E neural networks for five classes of records. Every J/E neural network 
contains only related records. Then outputs of this stage is combined and transferred to a J/E 
as second stage. After these two stages training network finish. Applying two separated stages 
in training and combination of some neural networks improves the performance in 
comparison with existing systems. 

The rest of the paper is organized as follows. Section 2 provides a background of related 
work. Section 3 describes KDD Cup 99 database that is used for doing experiments. In 
Section 4 Jordan/Elman neural networks that is used in this work is described. The proposed 
system architecture is presented in Section 5. Section 6 explains performance evaluation for 
the comparison this work with other works. Finally, in Section 7 and 8 we present 
experiments and conclusion. 
 
2. Related work  

 Among the vast variety of techniques which have been researched for the IDS, the interest 
on AI techniques and data mining applications have received greater attention particularly the 
use of unsupervised leaning methods as they have the ability to address some of the 
shortcomings [4]. This also helps to achieve the ultimate goal for the IDS i.e. the capability of 
novelty detection. Recently, the unsupervised learning method (SOM) has represented an 
excellent performance for sensors work on an unsupervised learning mode [5], as well as it is 
efficient for real-time intrusion detection [6].   

In [7] a new approach that is anomaly based and utilizes causal knowledge inference based 
on fuzzy cognitive maps (FCM) and multiple self organizing maps (SOM) is represented. 
Detection rate and false alarm in this approach is 90% and 10.29% respectively.  

A novel method using the Fisher’s filter to select attributes and attack classification is 
suggested. This method is applied for four neural networks and results show that detection 
rate and classification rate are largely improved [8].  

The techniques that are being investigated include fuzzy logic with network profiling, 
which uses simple data mining techniques to process the network data. The hybrid system 
that combines anomaly and misuse detection and using fuzzy rules is reported. The results 
showed that detection rate for all type of attacks is increased and Attack Accuracy with 
99.90% is gained [9].  

A study that analyzes performance of some neural network when all of KDD dataset is 
used for training in order to classify and detect attacks is reported. The five types of neural 
networks that are studied: Multi Layer perceptron (MLP), Self-Organizing Feature Map 
(SOFM), Jordan/Elman neural network, recurrent neural network and RBF neural network. 
Their results showed that Percent of Correct Classification (PCC) is 99.16%, 98.28%, 
98.36%, 98.44% and 79.23% respectively [10].  
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A serial multi-stage classification system for facing the problem of intrusion detection in 
computer networks is proposed. This approach offers the advantage that at each stage it is 
possible to use a set of features tailored for recognizing a specific attack category. Overall 
error and missed detection in this method is 0.68% and 0.67% respectively [11].  

Some of the existing ID models use multi-level structure instead of single-level in order to 
detect all types of attacks. A hierarchical ID model using principal component analysis (PCA) 
neural networks is proposed. This method for anomaly detection and misuse detection has a 
good result in comparison with other methods [12]. Two hierarchical IDS frameworks using 
Radial Basis Functions (RBF) are proposed. A serial hierarchical IDS (SHIDS) is proposed to 
identify misuse attack accurately and anomaly attacks adaptively. A parallel hierarchical IDS 
(PHIDS) is proposed to enhance the SHIDS's functionalities and performance. The 
experiments show that the two proposed IDSs can detect network intrusions in real-time, train 
new classifiers for novel intrusions automatically, and modify their structures adaptively after 
new classifiers are trained. The experimental results successfully showed that RBF network 
based IDS have a good performance in misuse detection with a 98% detection rate and a 1.6% 
false positive detection rate [13]. An approach to network intrusion detection is investigated, 
based purely on a hierarchy of Self-Organizing Feature Maps. This principal interest is to 
establish just how far such an approach can be taken in practice. In this paper a hierarchical 
SOM architecture is investigated under two basic feature sets, one is limited to 6 basic 
features whereas the other contains all 41-features [14].  

In [15] a MLP is used for ID based on an off-line analysis approach. Different neural 
network structures are analyzed to find the optimal network with regards to the number of 
hidden layers. An early stopping validation method is also applied in the training phase to 
increase the generalization capability of the neural network. The result shows that the 
designed system is capable of classifying records with about 91% accuracy with two hidden 
layers of neurons in the neural network and 87% accuracy with one hidden layer.  

However, in order to refine the process and achieve better detection and performance, extra 
efforts are required. 
 
3. The database 

The 1998 DARPA Intrusion Detection Evaluation Program was prepared and managed by 
MIT Lincoln Labs. The objective was to survey and evaluate research in intrusion 
detection. A standard set of data to be audited, which includes a wide variety of intrusions 
simulated in a military network environment, was provided. The 1999 KDD intrusion 
detection contest uses a version of this dataset. A connection is a sequence of TCP packets 
starting and ending at some well-defined times, between which data flow to and from a 
source IP address to a target IP address under some well defined protocol. Each connection is 
labeled as either normal, or as an attack that includes 41 features. These features are in forms 
of continuous, discrete, and symbolic that fall into four categories [16]: 

 Basic Features: Basic features can be derived from packet headers without inspecting 
the payload. 

 Content Features: Domain knowledge is used to assess the payload of the original 
TCP packets. This includes features such as the number of failed login attempts. 

 Time-based Traffic Features: These features are designed to capture properties that 
mature over the 2 second temporal window. One example of such a feature would be 
the number of connections to the same host over the 2 second interval. 

 Host-based Traffic Features: Utilize a historical window estimated over the number 
of connections- in this case 100 - instead of time. Host based features are therefore 
designed to assess attacks, which span intervals longer than 2 seconds. 
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But the attack types are classified into the following four categories: 
 DoS (Denial of Service): making some computing or memory resources too busy to 

accept legitimate users access theses resources.  
 R2L (Remote to Local): unauthorized access from a remote machine in order to 

exploit machine’s vulnerabilities. 
 U2R (User to Root):  unauthorized access to super user or root functions.  
 Probe: surveillance and other probing for vulnerabilities. 

KDD database include two groups as training and testing record sets. Training database 
has about 5 million records. This is very large; for this reason in more investigation works, 
another training database is applied as 10% training database and we have used this database, 
too. Distribution of normal and attack types of connection records in 10% training and testing 
database is shown in Table 1. 
 

Table 1. Distribution of normal and attack connection in the KDD database  
Train Test Class 

Number Percent Number Percent 
Normal 97278 19.69 60593 19.48 

DOS 391458 79.24 229853 73.90 
Probe 4107 0.83 4166 1.34 
U2R 52 0.01 228 0.07 
R2L 1126 0.22 16189 5.2 

 
4. Jordan/Elman neural network 

Jordan and Elman networks extend the multilayer perceptron with context units, which are 
processing elements (PEs) that remember past activity. Context units provide the network 
with the ability to extract temporal information from the data. In the Elman network, the 
activity of the first hidden PEs is copied to the context units, while the Jordan network copies 
the output of the network. Networks which feed the input and the last hidden layer to the 
context units are also available. 
 
5. The proposed system architecture 

In this paper a new classification is introduced so that training network is done in two 
separated stages and serial form although the first stage for training can do parallel form, too. 
Our proposed architecture is illustrated in Figure 1.   
    

 
Figure 1. System architecture block diagram  
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The main motivation for this work was to investigate training two stages for neural 
networks. Here, we use Jordan/Elman neural network for study. After preprocessing on KDD 
database and using all 41 features of connections, these data are classified in five main 
groups. The proposed architecture includes two layers; it means that training network is done 
in two separated stages. In the first layer (stage 1), there are five J/E neural networks that are 
trained to cluster the input data for each connection type. Each J/E belongs to one of the 
groups in the database and each providing five outputs between 0 and 1. In this stage for 
training, the connections of every class are given to network of the same class. As 
connections of Normal are given to J/E-Normal, connections of DoS are given to J/E-DoS 
and so on. Every J/E has 41 processing elements (PE) in input layer, 5 PEs in hidden layer 
and 5 PEs in output layer- 4 attack categories and 1 normal connection- we show this 
structure as [41; 5; 5] [10]. At the end of this stage a little knowledge from database about 
different classes is provided. In the second layer (stage 2), there is a J/E neural network that 
uses output of stage 1 as input and has [5; 30; 30; 5]. Our system uses all these features and 
connections in database as training database that was introduced in section 2. After stage 2 
training network is finished. Note that for testing network every connection is given to all 
networks and the main result is obtained at the end of stage 2 which shows the place of each 
input connection in these five classes.  
 
6. Performance Evaluation 

For evaluation and comparison works is applied different parameters but in this paper, we 
use all of evaluation parameters. In this section four parameters is introduced for the 
comparison this work with other works.  

 Detection Rate: ratio between the number of correctly detected attacks and the total 
number of attacks. 

 False Alarm (False Positive): ratio between the numbers of normal connections that is 
incorrectly misclassified as attacks and the total number of normal connections.   

 Classification Rate: this parameter for each class of data is defined as the ratio 
between the number of test instances correctly classified and the total number of test 
instances of this class.   

 Cost per Example (CPE): CPE is calculated using the following formula: 
 

CPE
m

i

m

j

jiCjiCM
N 1 1

),(),(1
  

 
Where CM and C are Confusion Matrix and Cost matrix, respectively, and N represents 

the total number of test instances, m is the number of classes in classification. A Confusion 
Matrix is a square matrix in which each column corresponds to the output class, while rows 
correspond to the desired classes. An entry at row i and column j, CM(i,j) represent the 
number of misclassified instances that originally belong to class i, although incorrectly 
identified as a member of class j. The entries of the primary diagonal- CM(i,i) - stand for the 
number of properly detected instances. Cost matrix is similarly defined, as well as entry C(i,j) 
represents the cost penalty for misclassifying an instance belonging to class i into class j [17]. 
Cost matrix values employed for the KDD’s classifier learning contest are shown in Table 2 
[16]. Lower values for CPE show better classification for IDS. 
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Table 2. Cost matrix values for the KDD’s classifier learning contest 
Desired/Output Normal DoS Probe U2R R2L 

Normal 0 2 1 2 2 
DoS 2 0 1 2 2 

Probe 1 2 0 2 2 
U2R 3 2 2 0 2 
R2L 4 2 2 2 0 

 
7. Experiments 

NeuroSolution software [18] was used for the implementation of the studied neural 
network, on a T5500 (1.66 GHz), with 0.99GB of memory. All connections of testing 
database (Table 1) are applied to evaluation. We discuss the results according to the 
performance evaluation. The system reaches its best performance for high value of detection 
rate and low value of false alarm rate [10]. We did an experiment on the base of proposed 
system in this paper. In this experiment the transfer function was TanhAxon, and the learning 
rule was Momentum. The Mean Square Error (MSE) in the training step was 0.01. Results of 
experiments are shown in a CM in Table 3. Detection Rate (DR), False Positive (FP) and 
Cost per Example (CPE) are also added. 
 

Table 3. Confusion Matrix for Jordan/Elman with proposed system 
Desired/Output Normal DoS Probe U2R R2L 

Normal 60591 2 0 0 0 
DoS 0 228593 145 962 153 

Probe 0 0 4166 0 0 
U2R 0 0 0 228 0 
R2L 0 0 0 0 16189 

FP (%) 0 0.0009 3.36 80.84 0.94 
DR (%) 99.594 

CPE 0.007649
 

According to the above table, proposed system has good performance that is competitive 
with the other approaches from the point of all performance evaluation.  
 
8. Conclusions 

In this section we investigate the performance of our approach with other works in this 
field. This information is showed in Table 4.  

Table 4. Comparison between some IDS and our approach 
Performance 
Evaluation 

(%) 
Approach 

 
Normal 

 

 
DoS 

 
Probe 

 
U2R 

 
R2L 

 
DR 

 
FP 

 

 
CPE 

[3] - 85 69.3 64.9 70 76.3 0.87 - 
[7] 99.51 98.37 88.40 84.33 71.13 90 10.29 - 
[8] 94.9 99.46 95.17 0 90.76 98.49 - - 
[9] 99.70 99.95 99.45 79.96 100 99.90 - - 
[10] 99.85 99.36 92.45 0 0 99.16 - - 
[17] 98.2 99.5 84.1 14.1 31.5 95.3 1.9 0.1579 

Our approach 99.997 99.452 100 100 100 99.594 0.406 0.007649
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Notice that we used all connections in database for training and results showed that our 
approach has better or the same level performance in comparison with other works. With 
regard to DR the best result is 99.90% in [9] but DR in our approach is 99.594% that is 
competitive with the best approach. When we compare FP in different approaches, our 
approach with 0.406% has the least value.CPE parameter aren’t calculated in all works but 
with regard to values of classification rate in Table 4, our approach has the lowest value. With 
regard to the fact that the numbers of U2R, R2L and Probe connections are used in network 
training are very limited, the value of classification rate for these classes is very low in most 
work. But in our method this amount has improved noticeably. Using and combining neural 
networks with other approaches and reducing number and feature connections for training 
neural network in order to learn only useful information will be our future  work. 
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